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D=

IR EIE

wH=

SGX User SGX User SGX User
Runtime Runtime Runtime

Page SGX
Tables Module

l Platform

HEIEL

EEXIT
EGETKEY
EREPORT
EENTER
ERESUME

HEXIES

ECREATE  ETRACK
EADD EWB
EEXTEND ELD

EINIT EPA
EBLOCK  EREMOVE

Hdw Data Structure
Hardware
Runtime

Application
OS Data structure
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Structure Description

Enclave Page Cache (EPC) Contains protected code and
data in 4K pages

Enclave Page Cache Map Contains meta-data of

(EPCM) enclave page

SGX Enclave Control Store Meta data for each enclave

(SECS)

Thread Control Structure Meta data for each thread

(TCS)

VA Page Version Array of evicted
pages

SIGSTRUCT enclave's signature structure,

the sealing identity

EPCH BB R B FMEALREES.

EPC ZenclaveEFREY 4 17 X 35,

EPCMFIEPCR—X —HYBRGI K & .
SECST#fi& T enclavefB XY TTEiE, HIBFELTIAEPC,

TCS.EFHEPCE’J HEBEREMHRATERESEMNMEE
JOSEES ]\enclave E’]jl:éf(?’Eo

FhRARIZEH, NET{E{TEnclave,
SIGSTRUCT 1RHE R GV H S FIUEH.
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DRAM

PRM

R =

Dynamic random-access memory (DRAM)
Processor Reserved Memory (PRM)

‘| PRM

‘| EPC B

EPC

EPCM
4kb page Entry
4kb page Entry
4kb page Entry
4kb page Entry
4kb page Entry

Enclave Page Cache (EPC)

Enclave Page Cache Map (EPCM)

Enclave Page Cache (EPC)

EPCH SRR 1742 1FEnclave T EI FISGXAY 544 .
EPCo A4KBAYER, FRAEPCTIME.,
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Enclave Page Cache Map (EPCM) 243 =8 A SR EREF
EPCABMIZRIEN, SPEPCMEZFEEEEZIUT

0 /6 -

« EPCTIEIERUILR TN

s PEZITENZTEXLH,

- TUEMKE (REG, TCS, VA, SECS)

o AV kMO TIE A E I Kb I Z TUE s
EB/ B /TR

o EETRUAETIE (PE LS @)

Field Bits | Description

VALID 1 | O for un-allocated EPC
pages

PT 8 | page type

ENCLAVESECS identifies the enclave own-
ing the page

SCX¥EEH N enclave Tt #HIEZEESEN
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Host Application . Page Tables DRAM
Virtual Memory Enclave Virtual managed by 5
View Memory View )system/softvmre;'
EPC
Abort Page ELRANGE

Enclave Linear Address Range (ELRANGE)

SGXiZ T A #E{RELRANGE A ZR By &2
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SGXIRITRE X T L1z Ees, T4
250 BT AL ERN TR —%%
X FYAD,

ZrEEH A (TCS) ERIAERLIESRS.

State Save Area (SSA) TR EREH
Enclave |,

SGX Enclave Attributes F F{RFHEE N E
M

SECS
Enclave virtual
SIZE 40000 address space
BASEADDR | C00000 ELF / PE Header
SSAFRAMESIZE | 3 —

EPCM entries OENTRY 01D038
ADDRESS PT RWX OFSBASGX | 008000
0|PT SECS OGSBASGX

C00000 |PT_REG |R / OSSA 001000
C01000 |PT_TCS NSSA 2

C02000|PT_REG |RW > SSA 1 Page 1
CO3000|PT_REG [RW > SSA 1 Page 2
C04000|PT_REG |RW > SSA 1 Page 3
CO5000|PT_REG |RW > SSA 2 Page 1
C06000 |PT_REG |RW > SSA 2 Page 2
CO7000|PT_REG [RW > SSA 2 Page 3
C08000|PT_REG |RW > Thread 1 TLS
C09000 |PT_TCS > TCS 2
C1C000 [PT_REG |RWX —* Code Pages
C1D000 |PT_REG |RWX —* _main I:
C3F000 |PT_REG |[RW [—»| Data Pages

EERN
(& A3 M LE
c



IR 5 K 3R

Virtual Addr Space Physical Addr Space

Plaintext
Code/Data

Plaintext
Code/Data

Code/Data

Code/Data System

Memory

Upade PTE
Enclave Page Cache
ECREATE (Range) (EPC) Invalid
EADD (Copy Page)
EEXTEND Plaintext Valid,ID, LA
EINIT Code/Data
EENTER Plaintext Invalid
Code/Data
EEXIT / EPCM
EREMOVE

SECS 7

RN
; CIFEE ¥
Invalid 2 AZHHRAE
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42 Enclave (kib) ?

Intel is developing the Intel® Software Guard Extensions (Intel® SGX) technology,
an extension to Intel® Architecture for generating protected software containers.
The container is referred to as an enclave. Inside the enclave, software’s code, data,
and stack are protected by hardware enforced access control policies that prevent

attacks against the enclave’s content.
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P SSic

BIENHERXIES
Instruction Description
ECREATE Declare base and range, start build
EADD Add 4k page
EEXTEND Measure 256 bytes
EINIT Declare enclave built
EREMOVE Remove Page

Instruction Description

EENTER Enter enclave

ERESUME Resume enclave

EEXIT Leave enclave

AEX Asynchronous enclave exit

ECREATEFEIZEXEIETRE, FUmnibkeeXEH%E® (SECS) |
ZEXWEF/ER.
FRRAE, KRR ERNAEHEEXTENDE NN E.

IZEMBEER X

EADDISEPCTIE IR A B — N kb FFiC K% &K 1E, {EAICRKSECS
EINITSERY 7 €313, 23R

ZHHE T CMEFESL T HARR . ENITEINTZH], AR iF#H AEnclave .

EINITRIZF AN 54: Enclave identity #1 Sealing identity,
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Tool
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Each EPID group contains a million CPUs of the
same type (e.g. Core i3, i5, or i7). Verifying a
signature does not enable you to identify the signer
but instead verifies the signer as a member of a
valid EPID group. Thus the signature has the
attribute of anonymity.
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Enhanced Privacy ID from Bilinear Pairing for
Hardware Authentication and Attestation

Ernie Brickell
Intel Corporation
Hillsboro, USA

Email: ernie.brickell@intel.com

Abstract—Enhanced Privacy ID (EPID) is a cryptographic
scheme that enables the remote authentication and attestation
of a hardware device while preserving the privacy of the device.
EPID can be seen as a direct anonymous attestation scheme
with enhanced revocation capabilities. In EPID, a device can be
revoked if the private key embedded in the hardware device has
been extracted and published widely so that the revocation man-
ager finds the corrupted private key. In addition, the revocation
manager can revoke a device based on the signatures the device
has created, if the private key of the device is not known. In this
paper, we introduce a new security notion of EPID including the
formal definitions of anonymity and unforgeability. We also give
a construction of an EPID scheme from bilinear pairing. Our
EPID scheme is efficient and provably secure in the random
oracle model under the strong Diffie-Hellman assumption and
the decisional Diffie-Hellman assumption.

Index Terms—hardware authentication; trusted computing;
privacy; anonymity; direct anonymous attestation; cryptographic
protocol

I. INTRODUCTION

Consider the following authentication problem: a hardware
device (e.g., a graphics chip, a trusted platfonn module, a

PR B NA Y i e S s S N SR R RS

Jiangtao Li
Intel Labs
Hillsboro, USA
Email: jiangtao.li@intel.com

in DAA. If the named base option in DAA is used, it can
allow revocation based on signatures for all uses of the same
named base, but it has the unfortunate property of removing
the anonymity for all uses with the same named base. To get
around the problem of the limited revocation properties of
DAA, Brickell and Li [12] introduced the notion of Enhanced
Privacy ID (EPID). In EPID, the revocation manager can
revoke a hardware device based on the signatures that were
signed by the private key of the device, without reducing the
anonymity properties. The EPID scheme will have broader
applicability beyond attestation and the TCG application. More
motivations about EPID can be found in [13].

In an EPID scheme, there are four types of entities: an
issuer, a revocation manager, platforms, and verifiers. The
issuer could be the same entity as the revocation manager.
The issuer is in charge of issuing membership to platforms,
i.e., each platform obtains a unique private key from the issuer
through a join process. A platform can prove membership to
a verifier by creating a signature using its private key. The
verifier can verify membership of the platform by verifying the

P ER 2T ]
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Intel® ISV ISV Remote Intel®
SGX Runtime Application Attestation Attestation
(QE, PSE) PP Server Server
i sgx_create_enclave i |
|
IV | ‘
Enclave | |
sgx_status Request secret | |
———————————————————————————————————— - L |
Challenge ‘
ECALL }
alt | {using Platform Services) |
|
3g. create FZE Sesslon ‘
-— —— |
...... sgx status ___ | }
sgx ra init |
|
|
|
|
I
|
I
|
[no Platform Services] |
|
sgx_ra_init |
- |
| _sgx_status, RAcontext _| msg0||msg1 ;
— +— RA Context | 1
--------------- ExGID||Ga||GID GetSigRLGID) |
msg2 - SigRLIGID) )
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_________________ msgdl msa3 !
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SECS
Enclave virtual
) SIZE 40000 address space
BASEADDR | C00000 ELF / PE Header
SSAFRAMESIZE | 3
TCS 1
EPCM entries OENTRY 01D038
ADDRESS PT  |RWX OFSBASGX | 008000
WA SECSTUH > olpr seos
—  C00000 |PT_REG |R 0SSA 0010001
. = X o s S A g C01000 |PT_TCS NSSA 2 :|
TN El‘] EPCJ\E?F%T%j‘JSECSJ\E#%ﬂtD 'fJC, 7[‘/@0 C02000 [PT_REG |RW > SSA 1 Page 1
—
T‘:l"Bﬁj\ E"] E Pcﬁﬁ?ﬂ% -T'-% zﬁs ECSB_IE o C03000 [PT_REG |RW > SSA 1 Page 2
C04000 [PT_REG |RW SSA 1 Page 3
C05000 [PT_REG |RW - SSA 2 Page 1
—_
EIN |Tﬁ“§$ ’ ﬁ“ﬁf&yj EEM ﬁ/l\g'ﬁ} C06000 [PT_REG |RW > SSA 2 Page 2
° Enclave identity C07000 |PT_REG [RW > SSA 2 Page 3
: . : C08000 [PT_REG |RW » Thread 1 TLS -
o _
Seall ng Identlty €09000 |PT_TCS > TCS 2
C1C000|PT_REG |RWX —* Code Pages
C1D000|PT_REG |RWX —* [Crmain |
: ) : = J
C3F000|PT_REG |RW |—  DataPages
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{51t EE (FiE: Trusted computing base, TCB) 28 ALIITENAGZRERIPHAE
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« EGETKEY 3%

Enclaves T U {# FHEGETKEY$§ S SRR BUK BB IRVIRE SR, EGETKEYSRIBIBAHZEXEH KA
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« SIGSTRUCT #5%:
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Application A

Enclave A - Claimer

1. Challenge (B's MRENCALVE)

Application B

Enclave B - Verifier

Call ERPORT for B

2. Response (REPORT)

Verify REPORT

Verify REPORT
using EGETKEY

3. REPORT

using EGETKEY

ER—F¥ & EERPENCLAVE, AR AZEXAMZEXB, Fi1kR

HIZB RSB ERET. HRZlogERKBEKRAILAE EBTH

* BISERHEMRENCLAVEE, FREIAREENBREFERILS

« A{#HEREPORT$54 1 FIBAYMRENCLAVE AB4 Fi iR & . ,\F A IR & R IEEIB, AR O] P Diffie-Hellman
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https://software.intel.com/zh-cn/articles/code-sample-intel-software-guard-extensions-remote-attestation-end-to-end-example
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